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Reframing Security Policies: How Modernizing Policy
Language Changed Security Behaviours*

Background

When a senior practitioner took on the role of Global Head of Information Security at an international retail

organization, he inherited an environment where policy initiatives had struggled to gain traction. A previous

attempt to introduce new security policies had stalled, and the program had not achieved organizational

acceptance.

He described the situation candidly: his predecessor “got nowhere and left after six months.” The organization

was therefore wary of another policy overhaul.

With over 25 years of experience, the practitioner came from a conventional information security background

grounded in ISO-style governance frameworks. In that environment, policy drafting is typically formal,

technical, and heavily dependent on prescriptive modal language such as must, may, and should.

After encountering Lewis Eisen’s book RULES: Powerful Policy Wording to Maximize Engagement, he

described a complete turnaround in perspective: “Insights from RULES—which I have read twice—really did

180 my thought process.”

Shorter policies

Reduced to a two-page maximum

Faster approvals

Legal review became
straightforward

Reduced resistance

Employees more willing to come
forward

Rethinking the Purpose of Policy

The practitioner emphasized that for someone trained in the traditional approach, the idea that policy

language should emphasize cooperation rather than authority was initially counterintuitive.

What ultimately resonated with him was the idea he adopted from RULES: that policies function best not as

instruments of control but as communication and engagement tools. When employees perceive policy

language as confrontational or authoritarian, resistance tends to follow.

He deliberately stopped treating policy as a technical compliance exercise, and turned it into a vehicle for

engagement.

Implementation

Using RULES as a guide, he introduced a number of practical changes in how policies were written and

presented.
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1. Eliminating modal verbs

The traditional must, may, and should, as well as other command constructions, were replaced with

statements in neutral declarative language. Rules were expressed in simple terms.

2. Separating policy from procedure

Detailed operational instructions were moved into procedures or guidance documents, leaving policies to

express only the core organizational decisions. As a result, policies were reduced to a maximum length of two

pages.

3. Wording statements using positive language and plain vocabulary

Negative statements were reworded to the positive, using language that resonated with employees. Instead of

being alienating and divisive, the policy invited them to participate in the journey.

Results

Within a few months, several changes in organizational behaviour became evident.

1. Faster approval cycles

Approvals were obtained more quickly. Legal review, which had previously been a potential bottleneck,

became straightforward.

“Legal sent it back once—and that was it—it was done.”

2. Improved perception of the security function

The shift in policy language changed how the security team itself was perceived. Colleagues began to

express appreciation that he was more approachable than his predecessor and more open to discussing

issues. That change positioned the security function as a partner rather than an enforcer.

3. Employees more likely to seek help

Traditional combative policy language had discouraged people from reporting issues. By reframing the

policy in collaborative language, he described this as “removing the stigma” around employees coming

forward to say, “I may have made a mistake. Can you come and help me?”

Policy effectiveness depends on how rules are expressed. Clear, respectful language reduces

resistance, accelerates approval, and increases engagement.




